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Navy, Industry Partners Are ‘Under Cyber Siege’ by Chinese Hackers,
Review Asserts

Hacking threatens U.S!s standing as world’s leading military power, study says

STRATEGIC COMPETITION IN CYBERSPACE

e The United States’ strategic competitors are conducfing cyber-enabled compaigns fo erode L5,
SUMMARY military advantoges, threaten our infrastruciure, and reduce our economic prosperity. The
DEPARTMENT OF DEFENSE [}Ei_]:_lmm m“?:ll- rﬂﬁpﬁ!d fo “"E!E‘ {Iﬁﬁﬁt_?! h? E:Pﬂﬁi[g, qismpﬁrEJ _{!m degrﬂdi"g E_'ftl-Er
CYBER STRATEGY adivity threatening L5, interests, strengthening the cybersecurity and resilience of key potential

targets, ond working dosely with other departments and agendes, as well as with our allies and
2018 pariners.




MEMORANDUM FOR DISTRIBUTION

SUBJECT: Cybersecurity Review

Securing the Navy's Cyberspace domain is one of my highest priorities and requires the OF THE US INTELLIGENCE COMMUNITY
active engagement of our entire enterprise. Our complex, interconnected. global networks are Daniel . Coats
o’ - v r g Director of National Intelligence
critical to our operational success and provide us with tremendous military advantage. However. e et L

that reliance also makes us a target for disruptive and damaging attacks. Attacks on our 2 maner s
networks are not new, but attempts to steal critical information are increasing in both severity
and sophistication. We must act decisively to fully understand both the nature of these attacks
and how to prevent further loss of vital military information.

competitors will increasingly use cyber
capabilities—including cyber espionage,
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Review Asserts

Hacking threatens U.S!s standing as world’s leading military power, study says

THE SECRETARY OF THE NAVY
WASHINGTON DC 20350-1000

Video

Navy, Industry Partners Are ‘Under Cyber Siege’ by Chinese Hackers, the United States and its allies and

Background | Current state of the DoD—Cyber Shock

October 12, 2018

STATEMENT FOR THE RECORD

WORLDWIDE THREAT ASSESSMENT

“Qur adversaries and strategic

attack, and influence—to seek political,
economic, and military advantage over

partners.” (p. 5)



Background

the DON

Environmental Scan—DoN Readiness

ll-suited for this new era

values compliance over

outcomes, antiguated processes and governance
structures that are late to respond to dynamic

threats,

force structure and platforms that

deprive the information systems and capabillities
required for warfighting and defense in this

environment.

DON Is

losing the global

cyber enabled information war.” (p. 7)

SECRETARY OF THE NAVY
CYBERSECURITY READINESS REVIEW




. the DON has yet
to do the same Iin a meaningful way. ...

the progress made to date In
changing DON'’s information resilience and
cybersecurity culture has been insufficient

A real appreciation of

the cyber threat continues to be absent from the
fabric of DON culture. Senior leaders

do
not fully understand how to convert their words Into

Background Environmental Scan—DoN Readiness

action, and to making it real.” (p. 12)

SECRETARY OF THE NAVY
CYBERSECURITY READINESS REVIEW




Background Environmental Scan—DoD is at Risk

Managing Cybersecurity Risk o

“However, the DoD needs to continue focusing i) M
. . . k y 1.5, Department of Defense
on managding cybersecurity risks R nt &

JANUARY 9, 2019

Summary of Reports Issued
Regarding Department of Defense
Cybersecurity From July 1, 2017,
Through June 30, 2018

iInform its management of
cybersecurity risk through the policies, procedures, o et
and processes to manage and monitor the | e e R T
organizations regulatory, legal, risk, environmental,
and operational requirements.” (p. Ii)




Framing
Assumptions

Cybersecurity is a decaying function— static cybersecurity assures a declining
security posture

NO SYSTEM is without malware — every system has an inherent vulnerability
that is just waiting to be exploited

People over rely on the technology for security and don’t sufficiently consider ‘ ASS"MPT“]NS
the people and process components '

The seemingly most secure system often fails to acknowledge that it can be A H E n n

affected by a higher level threat (e.g. any system can be misconfigured)

Cybersecurity Policy stands at the Outcome level; Acquisition guidance and implementation below the outcome
level is subjective (i.e. “Design for the Fight” is an example of an Outcome Level)

Most programs undershoot "adequate security” —most operate under a false sense of security until they discover
they did not sufficiently manage realistic and likely operational risks

DoD may not be proactive enough to exploit its own systems to withstand advanced threats

- Example. Netflix: champion of self-imposed chaos. They developed Chaos Monkey in 2011 to test the
resiliency of their IT infrastructure. The tool works by intentionally disabling computers in Netflix's production
network to test how remaining systems respond to outages.




+ 1 New Framing
Assumption

Cybersecurity Must be Viewed as a Dilemma Instead of a Problem

Solving a Problem Managing a Dilemma
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Test Data

“DOD missions and systems remain at risk
Operational tests continued to discover

Hiructor, Opcetioeal Tost snd Fvahstion mission-critical vulnerabillities in acquisition programs,...”
FY 2018 Annual Report

artificial intelligence — are beginning to make
profound changes to the cyber domain. Warfighters and network
defenders must prepare for the onslaught of multi-pronged cyber-
attacks

December 2018

Senior leadership at the command self-reported to
Tl et el Oyl o W ¥ i oo e ekl 6 senior DOD |eadership that the command’s mission assurance

live fire testing acovites) of the Depariment of Diefense during the preceding

Xy posture was potentially degraded, and made mitigation of these
Vi s vulnerabilities a top priority.”

“Test and assessments in FY18 again found that low-capability

attack technigues too often posed a risk for disrupting operational

missions”...




Problem
Statement

Problem Statement. What we found: In support of DoD’s cybersecurity
strategy and policy, Program offices are solving specific instances of their
problems and dismissing daily Cybersecurity Risk Management.

Discovery: After conducting over 70+ Cybersecurity workshops with
various DoD customers and learning their competencies, it is abundantly
clear their behaviors need to change to support security management
and security engineering practices in order to achieve Cybersecurity
imperatives...or lose to an evolving cyber threat.

Goal: Implementing a robust, effective, and sustainable Cybersecurity
Program requires a long-term and ongoing commitment.




Kirkpatrick Levels of Learning I-4

CaLLlll <— Start here: What is your end in mind?

Results

Did it impact the bottom line? ———— 1
>

Level 3

srvilaf Did they use it? =

Classroom Performance?

Did they learn it?

Learning

Level 1

Did they like it? —>

Reaction

New World Kirkpatrick® Model: Kirkpatrick learning Levels.
Adapted from “Four Levels of Training and Evaluation.”
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Research Tools

Logic Model
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Key Inputs

Statutory
Requirements
DoD Policy
Relevant Studies
* Best Practices

* Assumptions

* Current
Cybersecurity
Initiatives
Organizational &
Stakeholder
Priorities

Activities to be Assessed

Ability to:
+ Plan specific audits to
determine whether
information systems are
protected, controlled,...
Evaluate IT management
and monitoring of
controls...

* Evaluate controls for
information systems...
Evaluate IT continuity and
resilience...

Evaluate the design,
implementation,
maintenance, monitoring
and reporting...

[ S )

Outputs

Behavioral drivers
ID org limitations
Source of Knowledge
More skilled labor
Diversified labor pool
Operational efficiencies
Responsiveness
Communication flow
Increased capabilities
Access and/or dependenc
to/on external support

Measurable Outcomes

Critical Behaviors

+ Determine control effectiveness...

* Evaluate control performance to
determine support of organization
mission abjectives

+ Justify control development and
implementation to determine support
of organization mission objectives

+ Evaluate security controls in the

operational environment to include

across system of systems

* Appraise protection of information

assets in terms of operational

requirements and organization
objectives

Organizational Impacts
+ Successfully execute an external
cybersecurity audit with defendable
judgements and findings

100%

o0
=
- -

Retention (%)

Ebbinghaus Forgetting Curve

44%

Elapsed Time Since Learning

28%

B K
G )




Research Tools

Herman Ebbinghaus’ Forgetting Curve

Ehbinghaus Furgetl:ing Curve Forgetting curve for newly learned information
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2nd repetition

1st repetition
Forgetting curve

% Memory retention

o

Elapsed Time Since Learning

80% of what we learn we forget in 30 days if there is no reinforcement

The more relevant the training, the better the recall: R = e/\(-t/s)




Participants Detalls

Executive
Leadership

Emphasis: Mission
Objectives

Concerned with
Resourcing & Strategy

Cybersecurity
Workforce

Concerned withAdequate
Security & Tactical

Asset management Access control Anomalies and
. . events
Business environment Awareness and training
- Data security Security continuous
Governance monitoring
Information protection
Risk assessment and procedures Detection process
Risk management Maintenance
strategy

Protective technology

Program
Office

Emphasis: Acquisition
Risk Management

Concerned with Trade
Space & Operations

Emphasis: Technical Execution

RESPOND RECOVER
Response planning Recover planning
Communications Improvements
Analysis Communications
Mitigation
Improvements

Case Study

Workshop Outcomes

Determine program cybersecurity
requirements and mission objectives

Employ cybersecurity engineering oversight
to assess DoD security posture and cyber
hygiene implementation

Apply best practices in cybersecurity risk
management to their projects

Reinforce behaviors to overcome the
Forgetting Curve

Follow-up after workshops to monitor
execution of behaviors and achievement of
cybersecurity objectives




Case Study

Workplace Behaviors

Cconstruct a comprehensive and holistic
system view while addressing stakeholder
security and risk concerns

Knowledge of
Threats & Tactics

Knowledge of
Security Principles

Apply learning across AoAs, requirements,
engineering, and risk trade-off analyses to
achieve a cost-effective security architectural
design for protections that enable
mission/business success; and

Cybersecurity
Operations

Evaluate the effectiveness and suitability of
the security elements of the system as an
enabler to mission/business success




Quantitative Results Part 1:

Initial Findings

Cybersecurity Learning — Results by *ISACA Domain

No Little Basic Understanding Basic Understanding can Can perform Can perform Leads °
nderstanding Understanding but cannot perform  perform with assistance without assistance and assist others Others Lea rn | ng LEVEI 2

Figure summarizes what nineteen
Before Domain 5 respondents had to say about their
F P= 0.002302 level Il learning levels “before and
After | after” after the workshop.

Before Domain 4 Noticeable shifts and distinctions

P=0.000807 . . . .
| 1 from this highly interactive and
After “ ” . .
Domain 3 hands on” event in each learning
Before . .
H P= 0.002504 category without exceptions.
After Domain 2 had the most significant
Before Domain 2 shift where the respondents no
| PE OO longer needed assistance after the
After WOTkShOp.

Domain1l
Before Domains 1 and 2 virtually

| | | P=0.004743
Note: Using an Anova Test for a comparison of the Means & Standard Deviations of the “Before” & “After” eliminated their lack of
values of Attitudes on the Behaviors by Domain. understanding for any domain
In all 5 domains, we can reject the Null Hypothesis that “the training had no effect on the Auditor’s attitude afterwards.
for the behaviors.” We accept the Alternate Hypothesis, “the training has a statistically significant effect on
attitudes towards the behaviors.”

After

*ISACA (Information Systems Audit and Control Association—110,000 strong in 180 countries)




Qualitative Comments \Workshap Findings

Right now, as a novice, | would say my biggest challenges are ensuring | have a full and complete
understanding of all the components, and having a clear vision of putting all this into play ...

The biggest challenge Is simply a matter of scope vs. resources. We all face this of course, so finding time to
keep momentum requires focus that is sometimes difficult.

| was impressed that the training was compressed into two days. So much material was covered! ... | think
that improvement will come from continuing the activity so it is not a one and done ...

This workshop helped me better understand the requirements and how to convey that importance to our
customers ...

When looking at the security posture of an asset, | will now ask the questions to determine what the priority
result is for this asset and then look at the systems needed to attain that goal / result. ...

I'm standing up a lab for a new C2P effort ... It Is aimed at replacing the legacy C2P over the next decade. |
expect to apply the techniques learned in this workshop during our IPTs ...

This course has made me more important as a resource to others around me ... Already, leaving the class, was
able to connect to a resource in the Cloud Broker to the O(ffice)365 Broker ...




Qualitative Comments | Workshan Findings

Interest in Cyber Profession ...

e | am a systems administrator but am looking to make cyber my focus so currently looking at all the options available to me to
make the switch.

e This week, | have attended your workshops. | am very interested in an educational path that will ultimately end up in a
professional career in Cyber Security. Do you have any recommendations on how to start in the field?

Working with Teams to make a Difference ...

e | wanted to reach out and say thank you for the relevant class last week. | got a lot out of it. I'm the guy in the back that asked all
the questions and stumped you on the RFI GFI question....I appreciate your patience with my questions. It will be a team effort
to look at how we do things and change course where we need to do better. Your class was a great tool to help me do this. |
recommended it to my team.

e | want to exercise the strategies that my xxxxx team is coming up with for the maturity model against what | learned last week. It
will provide cyber engineering experiential learning for the xxx team, reinforce recently acquired knowledge through application
for me, and get eye to eye conversations going between entities (e.g., HSI, SE, CE, IT, PM) that otherwise may not interact first
person during initial concepts of strategic planning.

e | am getting a lot out of the workshop and am planning to work with the Divisions and IPTs within the Department to schedule
them for this workshop. ... The SECNAV report Is simply documenting a severe lack of leadership attention to a critical area. We
have placed our Navy in a precarious position of not having a capability in dealing with two of our fieriest adversaries.




The Why,
What, and How

The Why: Cybersecurity Is fast becoming the single biggest
threat to our National Security in the 215t century

What can you do? How can you do it?

+ Next Frequently test your cybersecurity knowledge through... |..The application, verification, and evidence of the
N critical learning behaviors demonstrated
+ Next Embody the learning accelerators and reduce the learning | ...Challenging work, practice...and recognize the risks
inhibitors through... associated with the forgetting curve...
Access all cybersecurity learning assets through... ...Publications, workshops, job aids, mentors....
Build your cybersecurity learning plan by your... ...IDP, self-education, and participation in communities
of practice...

Understanding your role in the cybersecurity domain and |...Responsibilities, ownership, accountability...
determine your...

Understanding the cybersecurity domain by learning the... | ...Threats, policy, standards, trends, markets,
consequences...

i




Problem Framing Case Stud Part1& 2
Background Statement Assumptions Research Tools ase study Findings
SUMMARY

« The DoD still has significant cybersecurity issues with Significant Mission Impacts

o Cybersecurity Is a complex, dynamic and ambiguous domain and requires treatment as a
dilemma instead of as a problem

o Cybersecurity KSAs exist (e.g. NIST SP 800-181) but are only sporadically translated into
behaviors

* The forgetting curve is In full effect: cybersecurity requires an on-going customer commitment
and Interaction before critical behaviors can influence outcomes

e Formal (and tailored) training is the starting point. What
the workforce applies in the workplace after the learning is more critical

e Commitment to customer outcomes requires on-going interaction

* Reinforcement of the behaviors Is dependent on organizational
commitment to ensure the changes in critical behaviors flourish
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Research Tools

Herman

Ebbinghaus’ Forgetting Curve

The forgetting curve

80% of what we learn we forget in 30
days if there is no reinforcement

100y «=— |Immediate recall

oo
s

Al -+— 20 minutes

-+—— | hour

=
T

The more relevant the training,
the better the recall

9 hours

Memory Retention (%)

P
s

2 4 68 10 15 20 25 31
Elapsed time (days) R _ eA( t/S)
The “forgetting curve” was developed by Hermann Ebbinghaus in 1885. -

Ebbinghaus memorized a series of nonsense syllables and then tested his
memory of them at various periods ranging from 20 minutes to 31 days. This
simple but landmark research project was the first to demonstrate that there
is an exponential loss of memory unless information is reinforced.

Stahl SM, Davis RL, Kim D, et al. CNS§ Spectr. Vol 15, No 8. 2010.




Research Tools

Kirkpatrick Levels of Learning I-4

{—= Start here: What is your end in mind?
Did it impact the bottom line? ——— 1 Levels 3 and 4
) Y 4 :

 The data substantiates the
training effectiveness

e Measures on-the-job

————————————————— performance and accompanying

Classroom Performance? 7 {H behavioral changes due to
training and reinforcement

e Affords the evidence that
organizations would expect to
see from their investment

Level 3

Did they use it? —»

Behavior

Learning

Level 1

Did they like it? —

Reaction

New World Kirkpatrick® Model: Kirkpatrick learning Levels. Adapted from “Four Levels of Training and Evaluation.”

Training effectiveness data is key to demonstrating the value that the training has
contributed to the organization...and that stakeholders find valuable.”
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