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An Effectiveness Challenge in an Era of

Efficiency

Domestic Risk Vectors

Growing adoption
of dual-use,
commercial

technologies

Growing reliance
on complex, global
supply chains

DOD Acquisition Officers Will Learn to Better
Acquire and Transition Commercial

Technologies

MARCH 29, 2022 | BY DAVID VERGUN, DOD NEWS

Asymmetric
control over
strategic value
chains

Willingness to use
supply chain
leverage for
coercive ends

Adversarial Positioning

= DJI China Europe UsS

Amid Tension, China Blocks Vital
Exports to Japan
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A New Framework for Supply Chain Assessment

Examples

Risk Surface e

Assess risks along an entire supply chain, from the * Dependence on Chinese sources of silicon
in a semiconductor manufacturer’s supply
upstream to the downstream.

chain
Include screening against nt" tier supply chain risks within
the definition of program requirements.
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The Semiconductor Case:
A Complex, Global Supply Chain

VALUE CHAIN ACTIVITIES WHERE ONE SINGLE REGION ACCOUNTS FOR ~65% OR MORE OF GLOBAL SHARE'

MANUFACTURING
FRONT END P BACK END
/ Wafer fabrication y Assembly & Test
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' Assembly and Test 5
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Data converter, switchers,

multiplexers and other analog + ° Memory = :;i::n
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South Korea
EDA & Core IP

[ ] Japan
EQUIPMENT & TOOLS M v

5 EDA 5 23 equipment types, Select examples (not exhaustive): == UK
' i.e. doping, process control 1 !
! o @ Photoresist, photomask

,‘*‘ IP (Arm architecture) @ 12 equipment types, ——
= ! * i.e. photoresist processing 0+ Silicon wafers
- L= Packaging substrates
- 3 equipment types, ) ;
i.e. EUV lithography - Specialty gases (in aggregate)

1. For Design, EDA & Core IP, Equipment & Tools and Raw Materials: global share measured as ¥ of revenues, based on company headquarter location. For Manufacturing (both Front End
and Back End) measured as % of installed capacity, based on lacation of the facility
Sources: BCG analysis with data from Gartner, SEMI, UBS; SPEEDA

2030: China as the World’s Top Semiconductor Producer
Other
Mainland

China

Taiwan
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u.s.
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Share of Global Semiconductor Manufacturing (1990 - 2030 Forecast)
Source: Semiconductor Industry Association
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The Semiconductor Case:
Underappreciated Dependence

Global Semiconductor Sales by Location of Assembly Market shares in global polysilicon production volume (2005-2018)
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China’s Military Civil Fusion Strategy

“If a company is heavily dependent on foreign
countries for its core components, and if the ‘major
artery’ of the supply chain is in the hands of others, it
is like building a house on someone else's
foundation. No matter how big and beautiful it is, it
may not stand up to wind and rain, and it may be so
vulnerable that it collapses at the first blow.”

- Xi Jinping, 2016

U.S. import sources of rare earths (2014-2017)

Other

In 2018, U.S. production of
rare earths accounted for

1.1% ofits reserves.
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A Risk-Informed Acquisition Process

Offense e

Investment all across the value chains of critical defense industries (e.g., expand the Trusted
Foundry program to include electronic-grade silicon)
Public-private partnerships to guide private sector investments to encourage defense-

relevant production
Enhanced regulation on the private sector to disincentivize dependence on, or technology
sharing with China
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