
Protecting Critical 
Technologies

Overview of recent work by the 
U.S. Government Accountability Office



What are critical technologies?

• Technologies that provide 
new or improved capabilities 
necessary to maintain the 
U.S. technological 
advantage.



How are critical technologies 
targeted and who protects them?

• GAO identified 8 government-wide programs 
aimed at protecting critical technologies from 
various forms of unauthorized transfer.

• Responsibility for these programs are shared 
across multiple federal agencies.
• DOD is the only agency with an identified 

role in each. 



DOD efforts to protect critical 
technologies

• DOD has attempted to identify its most critical 
technologies in need of protection for decades.
• 1979 to 2011: Militarily Critical Technologies List 
• 2016 to 2019: Critical Programs and 

Technologies List (managed by DOD’s Office of 
the Under Secretary for Research and 
Engineering) 

• 2019 to 2021: Critical Programs and 
Technologies List (managed by the Protecting 
Critical Technology Task Force) aDOD components include the military departments, 

defense agencies such as the Defense Advanced Research 
Projects Agency, and the Joint Staff, among others. 
bThis includes the Offices of the Under Secretary of Defense 
for Research and Engineering; Intelligence and Security; 
Acquisition and Sustainment; and Policy. 



Recent changes to DOD’s protection of critical technologies

• The Protecting Critical Technology Task Force was established in October 2018 to stop the exfiltration of critical technologies 
by reforming the ways DOD protects them and their related sensitive information.

• The task force’s first step was to create a repeatable process to identify and prioritize critical technologies and assign 
consistent protection measures commensurate with their criticality.

aDOD components include the military departments, defense agencies such as the Defense Advanced Research Projects Agency, and the Joint Staff, among others. 
bAccording to DOD officials, in 2020, this entity is the Protecting Critical Technology Task Force.



What was missing in the process

• At the time of GAO’s review, the task force was focused on finalizing 
the process for identifying and protecting critical technologies.

• This left gaps in how the department was:
• planning to communicate the critical technologies list
• assessing whether the protection measures are implemented and 

sufficient
• identifying who will oversee the process once the task force is 

dissolved



Where things stand

• Since GAO’s report published in January 2021—
• DOD issued its 2021 critical technologies list 
• DOD’s Protecting Critical Technology Task Force 

was dissolved in June 2021 
• DOD’s Office of the Under Secretary of Defense for 

Research and Engineering is refining the process 
to develop the annual critical technologies list and 
working with a federally funded research and 
development center to determine the appropriate 
protection measures to institute. 

Status (as of 
March 2022)

Rec 1 Closed-
implemented

Rec 2 Open

Re 3 Closed-
implemented



What’s next

• GAO will continue to monitor 
the area through its bi-annual 
High Risk report. 

• 5 key aspects are considered:
• Leadership commitment
• Capacity
• Action plan 
• Monitoring
• Demonstrated progress

• GAO’s next High Risk report is 
expected to be published in 
2023.
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