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Abstract 
Today’s systems are increasingly software intensive, complex, and reliant on third-party technol-
ogy. We live in a world of systems of systems linked by software that connects services and hard-
ware and essentially removes many previous human and geographic restrictions. Unfortunately, 
acquisition practices have not kept pace with these changes. Leadership is still primarily monitor-
ing cost and schedule. Today’s systems can be assembled faster and cheaper because software 
is rarely built for its intended use. Instead, much of it is reused, sourced from third parties (and 
increasingly from open source sites), but with increased risk. All software contains potential vul-
nerabilities that increase the risk of experiencing successful cyber attacks. It is critical to ensure 
that system requirements are met without extraneous behaviors that would jeopardize the mis-
sion. This paper explains why effective software management is critical to the acquisition of to-
day’s systems, which are primarily software intensive. It also shares lessons learned in current 
efforts underway to build and implement a Software Management Plan (SMP) in major Depart-
ment of War (DoW) acquisitions and describes the research underway to improve how software is 
monitored and managed. 

Overview of the Software Challenges 
The use of software in acquisition is growing exponentially both as a component within 

every technology acquisition and as the enabler for creating software components. Software is 
also used as an enabler to connect legacy systems with new capabilities to enhance existing 
operational processes. Software is fast becoming the primary enabler of the functionality that 
systems provide. However, for most acquisition programs, software is “behind the scenes” 
facilitating a wide range of activities that were previously handled by hardware but with greater 
flexibility and lower cost. 

Some of this software is built as part of the acquisition, but much of it is reused from 
similar platforms, brought into each software component from existing language libraries, or 
pulled from open source sites. For the prime contractor, only a finite portion of the software in 
the acquisition is built for purpose. Much of it is repurposed from other similar projects, acquired 
from subcontractors, linked into a system from specialized service providers (e.g., Cloud), or 
downloaded from open source sites. The acquirer must then confirm that these pieces that 
come from a range of sources and built by a range of development processes meet the intent of 
the contract governing the acquisition. An example of software component composition is shown 
in Figure 1. 
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Figure 1. Assembly of Software from Components 

To deliver systems that operate successfully in today’s contested environments, which is 
becoming the norm for the Department of War (DoW), software must be assembled and 
maintained with high assurance. This result does not come automatically. Instead, it requires 
extensive planning and monitoring. All software contains potential vulnerabilities that increase 
the risk of successful cyber attacks (Woody et al., 2014). Therefore, it is critical to ensure that 
system requirements are met without extraneous behaviors that would allow attackers to 
jeopardize the mission. 

There is a wide range of recent guidance that focuses on improving the speed of 
software delivery, such as DevSecOps guidance (DoD, 2024) and Software Acquisition Pathway 
guidance (DoD, 2020). In addition, there is recent guidance for program protection that identifies 
and addresses risks that software and the software supply chain represent to the mission (DoW, 
2025). However, connecting this guidance to each acquisition is a challenge. While there is a 
great deal of software within every acquisition, it is spread somewhat invisibly throughout the 
system.  

The requirements that are prepared for each acquisition are allocated to various system 
components, some of which may be outsourced. Each component is decomposed into 
subcomponents, which are composed of hardware, software, and firmware elements, that will 
be built by different processes and integrated to deliver the planned functionality. This 
decomposition is reflected in the Work Breakdown Structure (WBS) for the acquisition. If the 
component is outsourced, integration occurs first at the subcomponent level and then at the 
component level. For major systems, the link to software does not appear until levels 4 and 5 in 
the decomposition and WBS, and this link is not always clearly defined until Milestone B (DoD, 
2022).  

The primary focus of acquisition program management is typically on cost and schedule 
for the delivery of a well-engineered system that meets the mission. However, with software, it is 
possible to have a system that functions as intended but is riddled with vulnerabilities, which 
make it too easy to attack (Woody et al., 2026). The challenge in managing this software is 
twofold: 
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• Potential vulnerabilities can be introduced at each step in the development life cycle, and 
delays in identifying and removing these vulnerabilities will result in higher costs and 
potential schedule delays as the software is integrated into larger pieces of the system.  

• Managing these many pieces of software is impossible without consistent standards that 
apply across the system. The acquisition process needs to include good software 
engineering processes and practices that will reduce the introduction of vulnerabilities 
and steps for managing software to ensure it conforms to the acceptable level of quality.  
There are many ways to address these two challenges within an acquisition. The keys 

are to have a plan for how they will be managed and the resources with the appropriate 
knowledge to execute the plan across the life cycle. Moving into software development without a 
plan for how it will be managed from an acquisition perspective and confirmation that the 
vendors are capable of building and delivering software at the acceptable level of rigor puts the 
program at high risk. Too many acquisitions focus only on obtaining Software Bill of Material 
(SBOMs) to meet a compliance mandate (Wallen, 2023), but these will not provide a way of 
determining where potential vulnerabilities are located and their potential risk to the program. A 
Software Management Plan (SMP) is needed that is built on solid software management and 
assurance practices that are well integrated into the system acquisition to ensure that the 
software is acquired, integrated, tested, and implemented successfully to meet mission 
requirements.  

An SMP is not the same as a Software Development Plan (SDP). An SDP is typically 
written by the developing organization or contractor and is focused on the development and 
implementation of the system. An SMP is written by the Program Management Office (PMO) 
and describes how the software aspects of the acquisition will be managed, what activities are 
to be performed (including oversight), and how they are performed. Unlike the SDP, the SMP 
addresses the entire lifecycle of the system. The intent of the SMP is to get program offices to 
think about the software side of the acquisition much earlier in the acquisition life cycle and not 
leave those decisions until much later in the overall system acquisition. 

Five Key Pillars of Software Assurance Critical to Software Acquisition 
Management  

While the software development processes and practices may vary greatly among 
programs, our team of researchers in cybersecurity in acquisition and system and software 
engineering have identified five foundational capabilities that must be well established for 
effective program results (Woody, 2026). These capabilities (i.e., pillars) are Software 
Requirements, Software Supply Chain Risk Management, Software Quality, System Integration, 
and Software Metrics. How each of these capabilities is addressed for a specific program varies 
greatly, but each one is critical to effective software management. An SMP should include the 
processes, practices, and responsible resources that will implement each of these capabilities. 
Inconsistencies, mistakes, and disconnects in these five areas can lead to poor software 
management decisions and gaps in effective software risk management for both organic 
software development and software from the supply chain. 

These gaps can include improper assumptions about how protections will perform when 
communications and data sharing occur among the various software and hardware components 
of the system, including interactions with the hardware platforms that execute the software. 
There are also gaps in the control of the contents of data packets and other information 
exchanges that can facilitate attackers. Further misunderstandings occur when designs are 
created for hardware, but the resulting function is handled by software that may have inherent 
vulnerabilities. Complex software integrations are assembled from existing components and 
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language libraries that are reused to perform similar actions but may not be built to specification. 
Also, reused components can include unexpected capabilities and attack surfaces that permit 
unacceptable behaviors that attackers can leverage. We next consider each pillar and its 
contribution to software management. 

 
Figure 2. The Five Pillars of Software Assurance Critical to Software Acquisition Management 

The first pillar is Software Requirements. This pillar defines the required functionality 
assigned by the system design to the software/firmware components of the system to perform 
their allocated capabilities within acceptable constraints and quality to support the system 
mission. Software developers translate functional requirements into software requirements that 
feed a software pipeline. The constraints and controls that are placed at the system level should 
be translated into potential misuse and abuse cases that bound the software and establish what 
the software will not do and what is not wanted.  

Typically, the allocated functional requirements are complete, since they are part of the 
executable mission that the software must address. However, specific qualities (e.g., 
performance, reliability, safety, and security) are too frequently incomplete. Decisions made by 
engineers trained in hardware without software expertise make incorrect assumptions that can 
severely impact the resulting software. In one program, an assumption was made that the 
software had no reliability issues because it did not wear out like hardware. This assumption 
caused the program to ignore software in its safety criticality analysis, which resulted in an 
insufficient failure mode analysis. Steps for verifying software requirements to ensure they are 
complete, accurate for the mission, and verifiable need to be part of the SMP. 

In addition to the functional requirements levied on a system, there should be other 
requirements for the development of the system that focus on avoiding system and software 
vulnerabilities (e.g., the use of secure coding standards, fuzz testing, and penetration testing). 
Insight into monitoring those additional requirements throughout the acquisition and how they 
will be verified needs to be a component of the SMP. 

Requirements relevant to software can be extracted from the Statement of Work (SOW) 
and mapped to the SDP to confirm contractor planning, but the SMP should describe the 
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monitoring to ensure these requirements are delivered as planned. Additional software-related 
cybersecurity requirements are identified in the Program Protection Plan (PPP) and mapped to 
the contractor-delivered Program Protection Implementation Plan (PPIP), and the SMP should 
describe how the acquisition will be monitored to ensure effective implementation. 

The second pillar is Software Supply Chain Risk Management. This pillar governs 
and monitors the people, processes, and technology needed to acquire, manage, and sustain 
third-party software/firmware to ensure it meets system requirements and mission needs 
throughout its implementation. Using third-party software can offer significant advantages in 
cost and schedule, but it can also create cybersecurity and life cycle dependency risks that must 
be managed. When software is acquired, there is an ongoing relationship with the owner of this 
intellectual property. Managing this vendor relationship needs to be integrated with the system 
life cycle so that bugs, new features, and vulnerabilities will be addressed by the software owner 
and transferred to the acquirer securely. It is critical to ensure that the third party can address 
problems, deliver a software product that shows attention to issues, and use secure transport 
mechanisms so that the software is not compromised in transit (Ellison et al., 2010). Open 
source software (OSS) is estimated to be used by 90% of organizations (Gehring, 2022). For 
OSS, access to the source code is provided, but fixes must usually be posted back to the 
source provider as required by the license agreement, which provides visibility of these fixes to 
others who have also installed the code. 

Our research has found that decisions about software and its sources are influenced 
throughout the life cycle in program management, engineering, supplier dependency 
management, technology support functions, independent assessment and compliance, and 
process management (Alberts et al., 2023). These processes, practices, and responsible 
resources for all aspects of software supply chain risk management need to be clearly defined 
in a SMP to ensure completeness, effective integration, and consistency. 

The third pillar is Software Quality. This pillar builds confidence that the people, 
processes, and practices used to create and acquire software are delivering needed mission 
results within acceptable levels of rigor and risk. Too often, quality reviews focus only on how 
well the software development process is performed and do not look at the actual quality of the 
product that the process is delivering. Higher quality code has been shown to have fewer 
defects and fewer vulnerabilities, which increases its ability to perform effectively in high-
assurance environments (Woody et al., 2014). How quality will be evaluated and who will be 
responsible for its monitoring should be clearly described in the SMP. 

The fourth pillar is System Integration. IEEE defines integration as the process of 
combining software components, hardware components, or both into an overall system (Institute 
of Electrical and Electronics Engineers, 2017). Software does not function in isolation, so 
analyzing and testing it in isolation is only a piece of the puzzle that must be solved to make it 
functional with sufficient assurance within a system. The process steps and responsibilities for 
how the software is integrated into the system and verified within that context are too often ad 
hoc. This provides opportunities for tampering and introducing vulnerabilities into the system 
because of its integration with other software, firmware, and hardware. An effective integration 
process should be part of the SMP for both new software and third-party software.  

The fifth, and final, pillar is Software Metrics. This pillar identifies and analyzes 
metrics to demonstrate effective life cycle software assurance to meet mission needs. At the 
product level, there can be a diversity of metrics that correspond to a particular quality attribute 
of the system under development and process attributes that relate to the conduct of the 
engineering activity. These metrics provide objective data that can be used to evaluate the 
progress, process, and quality of the delivered software. A well-structured SMP will leverage 
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available metrics to monitor acquisition progress and provide early indications of potential 
problems. As part of our research, we assembled a range of metrics that are typically available 
from software development activities that can be leveraged in building the specific approach 
used for software management (Woody et al., 2019).  

The selected metrics, which are appropriate to the mission and development approach, 
are used by the program, and will be analyzed and used for monitoring software, should be 
clearly described in the SMP. A key aspect to consider is that monitoring must address the full 
life cycle. Trending will be important in determining whether the qualities the metrics are 
supporting are improving. The data collected in the early steps of the life cycle (i.e., 
requirements, design, and architecture phases) can be predictive of how the software will 
perform, and information collected in later life cycle steps should verify the results (see Figure 
3). 

 
Figure 3. Life Cycle Considerations for Metrics 

Defining Threats Critical to Mission Protection 
In addition to effective processes and practices for software creation, integration, and 

monitoring, determining the threats that represent critical risks to mission success need to be 
analyzed to determine the level of risk that software within the system must address. There are 
many approaches to threat identification and management. It is critical that the steps for 
identifying and addressing software threats that will impact the mission be included in the SMP. 
There are many threat-modeling approaches available. However, the program must ensure that 
software threats, including those that arise from the software supply chain, are considered. The 
volume of threats can be overwhelming, and prioritization that balances budget and scheduling 
constraints with potential impacts of the threats must be considered. The Security Engineering 
Risk Analysis (SERA) approach (Alberts et al., 2014) can deliver this capability. The SMP will 
need to include which steps to take to identify and prioritize software threats, handle mitigations, 
and perform ongoing monitoring to identify when the risk profile for software changes. Software 
requirements must reflect the mitigations selected for high-priority threats, and enhanced testing 
should verify that planned mitigations are in place and functioning as expected. 

Software Management Plan 
In today’s technology-driven environments, the importance of software to the proper 

functioning of a system cannot be overstated. Every acquirer must ensure that the software, 
which is a key part of the acquired system, is effectively developed and supported to meet 
mission requirements. This is a complex process. Many acquisitions further increase this 
process’s complexity by spreading the responsibility for software across many parts of the 
organization. All groups addressing software must collaborate to ensure that they all apply 
consistent and effective software management. Without effective planning, a well-engineered 
system that is delivered with software that meets needs consistently and continually cannot be 
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assumed. This planning must describe the processes and practices to be applied across the 
software within the system’s acquisition, which includes the software used in the pipelines to 
build the software products as well as the third-party selection and the integration process used. 
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