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Abstract 
This research builds upon prior efforts by the authors to streamline Defense Federal Acquisition 
Regulation Supplement (DFARS) rule development from National Defense Authorization Act 
(NDAA) text using AI-based tools. The current research effort focuses on developing a unified, 
web-based interface that integrates previously developed prototypes and incorporates advanced 
Natural Language Processing (NLP), Large Language Models (LLMs), and Machine-Based 
Reasoning (MBR) techniques to improve automation in identifying, extracting, and recommending 
regulatory language changes. 

The proposed unified system connects modules for document ingestion, keyword and context 
identification, text summarization, clustering, and visualization—through an integrated backend 
and user interface, which will enable DPCAP staff to move seamlessly from NDAA review to 
DFARS draft generation. The tool also proposes novel Machine-Based Reasoning techniques 
that leverage LLM models for updating proposed rule language and summarizing public 
comments from Regulations.gov. The combined framework is being deployed on a secure, 
sponsor-accessible server and will be evaluated against real DFARS updates in collaboration 
with DPCAP subject matter experts. This work aims to significantly reduce manual analysis time, 
enhance the traceability of regulatory updates, and strengthen the Department of Defense’s 
capacity to apply AI responsibly in acquisition policy modernization. 

Keywords: Large Language Models (LLMs); Natural Language Processing (NLP); Department of 
Defense (DoD); National Defense Authorization Act (NDAA); Federal Acquisition Regulation 
(FAR); Defense FAR Supplement (DFARS). 

Introduction 
The Defense Pricing, Contracting, and Acquisition Policy (DPCAP), Defense Acquisition 

Regulations System (DARS) Directorate in the Office of the Assistant Secretary of Defense 
(OSD) is responsible for implementing statutes, executive orders, and policies through the 
timely update of the Federal Acquisition Regulation (FAR) and Defense FAR Supplement 
(DFARS) and issuance of memoranda and guidance. Fundamentally, they enable operations 
through business systems and standards. 

DPCAP is responsible for yearly updates to the DFARS based on changes in the 
National Defense Authorization Act (NDAA), Small Business Administration (SBA) rule changes, 
U.S. Department of Labor (USDOL) rule changes, or through executive orders (EOs). Reading 
through the changes made necessary by these multiple sources to complete required DFARS 
updates is labor intensive for DPCAP staff. It also requires knowledge of all the rules in the 
FAR/DFARS to ensure that changes are made appropriately, and references are made to the 
correct sections of the FAR/DFARS.  

Artificial Intelligence (AI) is a powerful tool that can automate many tasks and support 
humans with others, but it has its limitations. Therefore, system development has to be a 
deliberate process that should be guided by policy and end use. Limitations can include bias, 
explainability, and trustworthiness (i.e., the well-known Large Language Model (LLM) 
hallucination problem). [2-4] Proper policy and implementation can limit bias, increase accuracy, 
and improve human effectiveness. When implementing AI solutions, it is important to 
understand these limitations and to create environments where AI systems and humans work in 
tandem to obtain the best results possible. For many tasks, the critical importance of human 
judgment means AI should serve as a complementary tool to improve human efficiency rather 
than as a standalone solution. 

This project resulted in a tool that provides a cost-effective, scalable, semi-automated 
capability for managing regulatory updates, while ensuring long-term efficiency and adaptability. 
This paper shares the process of evaluating, integrating, and improving AI methods developed 
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to assist DPCAP subject matter experts (SMEs) in the FAR/DFARS change process into a 
unified system. SMEs are currently executing the tasks manually. 

Prior work was completed to identify AI methods and processes to automate certain 
tasks in the FAR/DFARS change process and assist the DPCAP team (DPCAP FAR/FARS 
Change section). Evaluation of those methods was performed to determine effectiveness and 
impact (Evaluation of Methods section). All processes were then incorporated into a unified 
system and made available to the sponsor for testing (Proposed Unified System section). 
Evaluation results and feedback led to the improvement of the text generation process for 
FAR/DFARS changes (Improvements to Generation of FAR/DFARS Text Changes section). 
The team shares benefits, lessons learned, and future work in the conclusion (Conclusions and 
Future Work section) 

DPCAP FAR/DFARS Change Process 
DPCAP SMEs go through a 6-step process (shown in Figures 1 and 2) to identify 

necessary FAR/DFARS changes and make necessary updates to the FAR/DFARS. 

 
Figure 1. Task Flow Diagram 
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Figure 2. The Rule-making Process: How It Works 

(https://publiccommentproject.org/how-it-works) 

Step 1: NDAA Section Extraction and Storage 
The AI methods developed support this process by converting NDAA, FAR, and DFARS 

PDFs into structured, searchable section records stored in the database and then identify NDAA 
sections that may require changes to FAR/DFARS. 

The process for accomplishing this is as follows: 
1. Upload a document for a specific year (NDAA year or FAR/DFARS regulation year). 
2. The system parses the PDF and splits it into individual sections. 

○ NDAA is split by section 
○ FAR/DFARS are split by part → subpart → section 

3. Each extracted section is stored in the database with key metadata, including: 



Acquisition Research Program 
Department of Acquisition, Finance, and Manpower - 163 - 
Naval Postgraduate School 

○ Section number 
○ Title 
○ Full text 
○ Year 
○ Document type (NDAA / FAR / DFARS) 
○ For FAR/DFARS: part/subpart alignment 

4. After the NDAA sections are stored, an analysis algorithm runs across all NDAA sections 
to identify which ones are likely to drive regulatory changes. 

5. These flagged sections are saved as NDAA candidate sections, allowing the system to 
reuse the same candidate list without reprocessing the NDAA. 
A file-type detection and parsing pipeline was developed, enabling reliable text 

extraction from both the modern and archived legacy document formats that were incorporated 
to address older PDF formats used for DFARS/FAR documents prior to 2020. These changes 
required substantial updates to PDF parsing algorithms. 
Step 2: NDAA ↔ FAR/DFARS Matching and Ranking 

The AI methods we developed support this process by identifying which FAR/DFARS 
sections are most likely impacted by each NDAA change. This is accomplished by taking a 
specific NDAA year and FAR/DFARS regulation year. Then each NDAA candidate section is 
compared against all FAR and DFARS sections for that regulation year. A scoring algorithm 
evaluates relevance and potential impact. The top-ranked FAR/DFARS sections (e.g., top 10) 
are selected per NDAA section. These ranked matches are saved and made available to the 
user. This resulted in a structured, ranked matrix connecting each NDAA candidate section to its 
highest-scoring FAR and DFARS provisions for the selected regulation year. For each NDAA 
section, the system returns a prioritized list (e.g., top 10) of potentially impacted regulatory 
sections, forming a decision-support dataset for regulatory impact analysis. 
Step 3: FAR/DFARS Text Changes 

This process takes the selected NDAA year/section and its matched DFARS section as 
input then generates candidate text for a modified rule and the corresponding text to be 
published with a proposed rule in the Federal Register. The tool uses Chain of Thought (CoT) 
prompting [5] and requests specific steps (defined by the research team) and outputs to be 
performed to accomplish the task. Documents may not be formatted to FAR/DFARS guidelines. 
The output of the tool (i.e., LLM) needs to be edited by an SME but can serve as a starting 
point. Reference and identification numbers will often have placeholders. The tool can only 
modify current DFARS sections. It cannot draft new sections. 
Step 4: Publish Proposed Text 

This step was not a part of the AI automation effort due to external requirements. 
Step 5: Public Comment Review 

Comments for previously published DFARS proposals are downloaded from 
Regulations.gov. A user can then select the proposed regulation they would like to review. 
Duplicate comments are removed, and similar comments (based on semantic meaning) are 
grouped together. The groups are then summarized by an LLM (in this case Generative Pre-
trained Transformer [GPT] 4o as a representative of the available Non-classified Internet 
Protocol Router GPT [NIPRGPT] [6]). If there are sufficient comments, a subset of the group’s 
comments are used for the summarization to reduce LLM token requests without drastically 



Acquisition Research Program 
Department of Acquisition, Finance, and Manpower - 164 - 
Naval Postgraduate School 

affecting the summary since comments have been grouped based on similarity. Finally, the tool 
provides an overarching summary for the entire set of comments. 
Step 6: Use Comments to Make Changes to the Proposed Text 

For each group of comments, the tool provides edit recommendations to the DFARS 
section based on what the comments are suggesting. The user must choose whether to 
incorporate the suggestions from these comments or not. 

The research team also investigated providing these suggestions to the LLM along with 
the full text from the proposed rule, but the resulting text was often too long and often longer 
than the LLM’s token limits would allow. The Task 3 pipeline could instead be repurposed for 
generating these modifications. 

Evaluation of Methods 
NDAA Section Extraction 

The system processed NDAAs from 2010–2025. This resulted in a normalized, year-
specific repository of NDAAs stored as structured records, along with a reproducible set of 
NDAA candidate sections identified through automated statutory impact analysis. These 
candidate sections represent provisions likely to require FAR or DFARS regulatory updates and 
serve as the controlled input set for downstream regulatory mapping. A corresponding quality 
index was also produced. The quality index was calculated for 2010–2023. Discrepancies 
remain, however, primarily stemming from parsing limitations with the older PDFs, which are 
being addressed through an ongoing refinement effort of the extraction methods. The index is 
obtained as: 

Q(t) =
Eext(t)
Eexp(t)

(1) 

• 𝐸𝐸ext(𝑡𝑡) is the number of extracted items for NDAA year 𝑡𝑡, 

• 𝐸𝐸exp(𝑡𝑡) is the number of expected items for NDAA year 𝑡𝑡. 

For example, for Fiscal Year (FY) 2020, the candidate extraction process produced the following 
NDAA sections: 

[2821, 1648, 1212, 1123, 890, 888, 885, 874, 873, 872, 870, 865, 864, 861, 854, 853, 
852, 849, 848, 847, 826, 825, 823, 822, 818, 816, 807, 803, 372, 322, 168] 

These sections constitute the automated system’s identified “golden” set for FY2020 and are 
passed as inputs into the regulatory matching algorithm for FAR/DFARS linkage analysis. 
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Table 1 Quality Index for Expected NDAA Sections Versus Extracted NDAA Sections 

Fiscal 
Year Extracted Expected 

Quality 
Index 

Missed 
Section 
Numbers 

2010 15 16 94% 745 

2011 18 20 90% 834, 893 

2012 26 28 93% 841, 834 

2013 18 20 90% 802, 1651 

2014 7 7 100%  

2015 15 16 94% 745 

2016 25 26 96% 1214 

2017 41 43 95% 873, 1212 

2018 30 31 97% 1214 

2019 30 31 97% 888 

2020 31 31 100%  

2021 28 29 97% 832 

2022 20 20 100%  

2023 19 19 100%  
 

Note that ground-truth “golden” sections are derived from manual analyst identification of 
NDAA provisions likely to require FAR or DFARS regulatory updates. The automated extraction 
process is evaluated against this benchmark. “Expected” denotes the analyst-identified count, 
while “Extracted” reflects the number successfully identified by the system. The Quality Index 
represents extraction accuracy relative to the validated benchmark. “Missed Sections” lists 
analyst-identified sections that were not captured by the automated method. 
NDAA ↔ FAR/DFARS Matching 

This section defines a second set of metrics used to evaluate system performance in 
identifying FAR/DFARS mappings associated with NDAA sections for a given fiscal year. 
“Sections with Published FAR/DFARS Mappings” represents the number of NDAA sections 
within a given fiscal year that have validated FAR/DFARS mappings and therefore serve as 
ground-truth references. “Sections < 50% Mapping Coverage” identifies sections for which 
the system retrieved fewer than 50% of the known FAR/DFARS mappings. The associated 
“Quality Index (%)” reflects overall mapping coverage performance relative to validated 
ground-truth associations for that fiscal year. 
For clarity, the metrics can be described as follows: 
Let Sy denote the set of NDAA sections in fiscal year y. For each section s ∈ Sy, define: 

G(s): the set of validated ground-truth FAR/DFARS mappings associated with section s 
R(s): the set of FAR/DFARS mappings retrieved by the system for section s 



Acquisition Research Program 
Department of Acquisition, Finance, and Manpower - 166 - 
Naval Postgraduate School 

Evaluation is restricted to sections with at least one validated ground-truth mapping. 
Sections with Published FAR/DFARS Mappings 

The subset of sections with validated FAR/DFARS mappings is defined as: 

𝑆𝑆𝑦𝑦𝐺𝐺 = {𝑠𝑠 ∈ 𝑆𝑆𝑦𝑦: |𝐺𝐺(𝑠𝑠)| > 0} (2) 

The total number of such sections is: 

𝑁𝑁𝑦𝑦𝐺𝐺 = �𝑆𝑆𝑦𝑦𝐺𝐺� (3) 

Thus, “Sections with Published FAR/DFARS Mappings” represents the number of NDAA 
sections in fiscal year y for which validated FAR/DFARS mappings exist and can therefore 
serve as ground-truth references. 
Section-Level Coverage 

For each section s, mapping coverage is defined as: 

𝐶𝐶(𝑠𝑠) =
|𝑅𝑅(𝑠𝑠) ∩ 𝐺𝐺(𝑠𝑠)|

|𝐺𝐺(𝑠𝑠)| (4) 

This quantity measures the proportion of validated mappings for section s that were successfully 
retrieved by the system. 
Sections with Less Than 50% Mapping Coverage 

The subset of sections for which system retrieval covers fewer than half of the validated 
mappings is defined as: 

𝑆𝑆𝑦𝑦<50 = {𝑠𝑠 ∈ 𝑆𝑆𝑦𝑦𝐺𝐺:𝐶𝐶(𝑠𝑠) < 0.5} (5) 

The number of such sections is: 

𝑁𝑁𝑦𝑦<50 = �𝑆𝑆𝑦𝑦<50� (5) 

Accordingly, “Sections < 50% Mapping Coverage” identifies the number of NDAA sections with 
retrieved FAR/DFARS mappings that account for less than half of the known validated 
mappings. 
Quality Index (%) 

The Quality Index reflects overall mapping coverage performance relative to validated 
ground-truth associations for fiscal year y. Two formulations may be used depending on the 
intended interpretation. 
Micro-Averaged Quality Index 

The micro-averaged version weights sections according to the number of validated 
mappings they contain: 

𝑄𝑄𝐼𝐼𝑦𝑦micro =
∑ |𝑅𝑅(𝑠𝑠) ∩ 𝐺𝐺(𝑠𝑠)|𝑠𝑠∈𝑆𝑆𝑦𝑦𝐺𝐺

∑ |𝐺𝐺(𝑠𝑠)|𝑠𝑠∈𝑆𝑆𝑦𝑦𝐺𝐺
× 100 (7) 

This formulation measures the percentage of all validated mappings in fiscal year y that were 
correctly retrieved by the system. 
Interpretation 

The metrics may be interpreted as follows: 
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𝑁𝑁𝑦𝑦𝐺𝐺: number of NDAA sections in fiscal year y with published and validated FAR/DFARS 
mappings 

𝑁𝑁𝑦𝑦<50: number of sections for which the system retrieved fewer than 50% of the known 
mappings 

𝑄𝑄𝐼𝐼𝑦𝑦𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚overall percentage of validated FAR/DFARS mappings captured by the system 
Table 2. Quality Index for NDAA Section to FAR/DFAR Section(s) Mappings 

Fiscal 
Year 

Sections w/ Published 
FAR/DFARS Mappings 

Sections <50% 
Mapping Coverage 

Quality 
Index (%) 

2010 15 2 87% 

2011 20 3 85% 

2012 31 7 77% 

2013 24 7 71% 

2014 7 1 86% 

2015 18 7 61% 

2016 27 6 78% 

2017 50 16 68% 

2018 33 11 67% 

2019 28 9 68% 

2020 31 5 84% 

2021 29 9 69% 

2022 20 6 70% 

2023 19 5 74% 

Evaluation of FAR/DFARS Text Changes 
The evaluation of the proposed text changes was performed using traditional metrics 

such as Bilingual Evaluation Understudy (BLEU) [7] and Recall-Oriented Understudy for Gisting 
Evaluation (ROUGE) [8], as well as the more recent and robust method of LLM-as-a-Judge [9]. 
Finalized section changes were used as ground truth samples. The LLM judge was asked to 
grade the following factors (out of five): 

• Change Identification 

• Content Accuracy 

• Completeness  

• Structural Fidelity (basically if the ordering of the points are same or not) 

The model was provided with a 1:1 mapping of NDAA section to DFARS section and 
then asked to create the proposed modified DFARS section. The generated section was 
compared using the above methods to the ground truth sample. There were 172 DFARS cases 
with ground truth samples from 2010–2024 that were used for evaluation.  
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In the case where there was a Many:1 or Many:Many relationship between NDAA section and 
DFARS section we simplified it by taking each 1:1 pair and passing it through the text generator 
and evaluating the results against the ground truth (1:Many instances are not a problem 
because each NDAA:DFARS relationship can be represented with a 1:1 resulting in a DFARS 
changed by a single NDAA). In these instances, the text generator did not have all of the 
context that the ground truth had so it should not be expected to be perfect, but this was the 
selected method for evaluating the changes without complicating the correlation of changes to 
sections. Additionally, the tool currently can only act (generate) on 1:1 changes so it was best to 
evaluate what the tool could do. 

Table 3. LLM Judged Quality of System Generated DFARS Text 

Dimension Average 
LLM-Judge: Change Identification 2.26 
LLM-Judge: Content Accuracy 2.00 
LLM-Judge: Completeness 2.33 
LLM-Judge: Structural Fidelity 2.20 
  
BLEU (Max 85.4, Min 0) 28.8 

Proposed Unified System 
The objective was to create a unified system (backend and user interface) which 

enables DPCAP staff to move seamlessly from NDAA review to DFARS draft generation. 
The developed system includes a backend and a publicly accessible interface available 

to the sponsor. The modules described in Section 2 (document ingestion, keyword and context 
identification, text summarization, clustering, and visualization) are connected in an integrated 
backend that drives the user interface. 

The system: 

• Ingests NDAAs, FAR, and DFARS 

• Extracts NDAA sections 

• Finds matching FAR/DFARS sections for each extracted NDAA section 

• Generates text changes to the FAR/DFARS and a change summary for the Federal 
Register. 

• Ingests, clusters, and summarizes public comments for all proposed FAR/DFARS 
changes 

The backend steps are completed and then the front-end imports the necessary information for 
the interface. This includes: 

• all sections of interest from the NDAA (a link is provided to the full NDAA) 

• sections of the DFARS matching the identified NDAA sections, mentioned above (a 
link is provided to the full DFARS) 

• generated DFARS proposed rules and Federal Register text for each NDAA-DFARS 
pair 

• comments from selected proposed DFARS rules 
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• groups of comments along with summaries and proposed revisions 

The front-end interface displays all the information to support the user as they work 
through the steps in the pipeline. 

1. Review NDAA for changes 

2. Find outdated text in FAR/DFARS 

3. Generate new/edited text 

4. Publish proposed text (not in current scope) 

5. Review public comments 

6. Make final changes to text 

Virginia Tech provisioned a virtual machine to serve that runs the backend code and is 
the web server for the front-end code. The front-end is publicly hosted behind a secure login to 
make it accessible to the sponsor for testing. 

The system was made available to DPCAP staff for review and assessment. 
Additionally, a video demonstration and visual instruction manual were developed to help users 
navigate the tool. Screenshots of using the system to go through the DFARS change process 
are provided in Figure 5 through Figure 10. 

 
Figure 3. Selecting or Uploading an NDAA 
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Figure 4. Reviewing the NDAA and Identified Sections 

 

 
Figure 5. Selecting an NDAA Section to Find DFARS Matches For 
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Figure 6. Reviewing DFARS Matches and Selecting a Match to Generate a Modification For 

 
Figure 7. Reviewing Generated Text for the Modification 
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Figure 8. Selecting a DFARS Proposal and Reviewing the Summary of Public Comments 

 
Figure 9. Reviewing the Summary of a Comment Group, the Proposed Revision Based on the Comments, and 

Viewing the Raw Text from All the Grouped Comments 
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Improvements to Generation of FAR/DFARS Text Changes 
The text generation process was improved by using an LLM (GPT 4.1) agent to evaluate 

the need for changes then another to collect additional context which is fed into a third LLM 
agent to determine the necessary changes given the input sections and the identified context. 
Finally, a fourth LLM agent is provided with FAR drafting guidelines and the necessary changes 
to generate the modified section text. The process is depicted in Figure 10.  

 
Figure 10. Process for Generating Changes to a DFARS Section Given an Old DFARS Section and an NDAA 

Section 

The first agent is provided the NDAA section and DFARS section. It is tasked with 
identifying references to other documents (e.g., U.S. Code, NDAA, FAR, DFARS) and building 
up a knowledge base to support the other steps. Once this context is identified the second 
agent is provided with the NDAA section the DFARS section and all the identified context 
documents. The second agent is asked to determine if a change is necessary to the DFARS 
given the NDAA section and all the context. 

If no change is necessary, the user is informed that no text was generated because the 
system could not identify an appropriate change. If a change is appropriate, the third agent is 
tasked with describing the necessary changes. This description is then provided to the fourth 
and final agent to generate the modified text. 

There are a few significant limitations to this process. First, the process currently only 
supports modifications to sections. To account for cases where a completely new DFARS 
section is required, the pipeline will have to be fed the entire DFARS subpart. This would need 
to be determined by the second agent, and provided to the third agent. 

Additionally, while the first agent does identify the related citations and provide them to 
the other agents, this tool is using generative AI and it cannot be relied upon to make accurate 
citations [10]. The system may generate text with citations but there is no guarantee (and there 
should be no expectation) that these citations will be accurate 

Finally, as previously stated, the system currently only handles a 1:1 mapping of NDAA 
sections to DFARS sections. In many cases, multiple NDAA sections may change 1 or more 
DFARS sections. This would require identifying all the NDAA sections at once which is not 
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currently a capability of the NDAA-DFARS matching process. User intervention is necessary to 
review proposed text and therefore they can incorporate changes from multiple NDAA sections 
at once using the text changes from each 1:1 mapping automatically generated from the 
system. 

Despite some limitations, the model still provides a reasonable draft (as seen in the 
results in the Evaluation of Methods section), but not without requiring SME review and potential 
edits.  

Additionally, the multi-agent process forces the agents to perform tasks with more 
reasoning, which consequently provides additional explainability to the user. This explainability 
could be further leveraged by the rest of the system and interface for further improvements and 
adoption. 

Conclusions and Future Work 
Conclusions 

This research demonstrates the feasibility and value of integrating LLMs, Natural 
Language Processing (NLP), and Machine-Based Reasoning (MBR) into a unified framework to 
support the DFARS rule development process. By further evaluating, refining, and consolidating 
previously independent AI-driven capabilities into a single, end-to-end system, the project 
enables a more streamlined transition from NDAA analysis to DFARS rule drafting and revision. 

The evaluation results indicate that automated NDAA section extraction and 
FAR/DFARS mapping achieve consistently high levels of accuracy, providing a reliable 
foundation for downstream tasks. While variability remains in mapping coverage and text 
generation quality, particularly in complex or many-to-many relationships, the system has the 
potential for meaningful reduction in manual workload and acceleration of regulatory analysis. 
The incorporation of multi-agent LLM pipelines further enhances contextual understanding and 
improves the quality of generated regulatory text, though human SME oversight remains 
essential to ensure correctness, compliance, and trustworthiness. Additionally, the integration of 
public comment analysis introduces a scalable mechanism for incorporating stakeholder 
feedback into rule development, further strengthening the policy life cycle. 

Despite these advances, the tool does have limitations. Current capabilities are 
constrained to one-to-one mappings between NDAA and DFARS sections, and the system does 
not yet fully support the creation of entirely new regulatory sections. Furthermore, challenges 
related to LLM reliability, including citation accuracy and potential hallucinations, necessitate 
continued emphasis on human-in-the-loop validation and robust governance frameworks. 
Additional fine-tuning is also imperative given the limited amount of ground truth data and risk of 
over-fitting. 
Suggested Future Research and Next Steps 

Future work should address the mentioned limitations (e.g., many:1 mappings, LLM 
reliability, model testing, and fine-tuning). 

Future work should also focus on leveraging the LLM-as-a-judge (first agent from the 
text generation pipeline) to act as an additional tool in the NDAA identification and DFARS 
matching processes. In this scenario the matching models could be tuned to increase recall, 
and the LLM-as-a-judge could be used to increase precision. This could result in higher recall 
and higher precision of the joint system. The LLM agents’ output could also be further leveraged 
to increase traceability between regulatory documents and statutory mandates, providing further 
explainability to the user. 
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Final Thoughts 
Overall, this work highlights the transformative potential of AI-assisted systems in 

regulatory environments, offering a scalable, semi-automated approach that augments human 
expertise while maintaining the rigor required for defense acquisition policy development. 
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