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Abstract

Spectrally Efficient Peer-to-Peer Distributed Predictive Maintenance (SEPP-DPM) is a
decentralized architecture designed for resilient, scalable system health monitoring in
communication-constrained or contested environments. Unlike traditional predictive maintenance
frameworks that rely on centralized data aggregation and processing, SEPP-DPM distributes both
learning and inference across a network of edge nodes. Each node trains local autoencoder-
based health models on sensor data and exchanges compact model updates through spectrally
efficient, peer-to-peer communications rather than raw data. Coordination is achieved via the
Kademlia Distributed Hash Table (DHT), enabling asynchronous and fault-tolerant model
synchronization across heterogeneous nodes.

The system integrates a dual-model approach consisting of the Distributed System Health Model
(DSHM) and the Distributed Communication Channel Model (DCCM), jointly capturing equipment
behavior and RF channel dynamics. A digital twin simulation environment is employed to evaluate
performance under non-stationary, regime-dependent degradation conditions, demonstrating that
reconstruction loss from decentralized autoencoders reliably tracks system degradation and
supports real-time Remaining Useful Life (RUL) estimation.

Experimental results show that SEPP-DPM maintains high diagnostic fidelity and operational
awareness even under degraded connectivity, providing fleet-level health indicators without
centralized coordination. This approach aligns with modern defense and industrial objectives—
such as Joint All-Domain Command and Control (JADC2)—by enabling autonomous, edge-based
predictive maintenance across distributed assets. SEPP-DPM represents a significant
advancement in resilient machine learning architectures, coupling spectrum-efficient
communications with decentralized intelligence for predictive maintenance in next-generation
tactical and industrial networks.

Keywords: Predictive Maintenance, Distributed Predictive Maintenance, Resilient Condition-
Based Maintenance, Autonomous Sustainment, Degraded-Communications Operations, Cross-
Layer System/Channel Adaptation, Digital Twin Synchronization, Expeditionary Logistics, Tactical
Edge Monitoring

Introduction

Predictive Maintenance is a maintenance strategy that uses data, sensors, and analytics
to predict when equipment is likely to fail so maintenance can be performed just in time before
failure occurs. Predictive maintenance is critical to ensuring the reliability and operational
readiness of complex systems, particularly in naval and defense applications, reducing
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downtime, lowering maintenance costs, extending asset life and improving reliability. Traditional
predictive maintenance architectures rely on centralized data collection and processing, which
introduces vulnerabilities in contested or communication-constrained environments. In such
settings, systems must operate with limited connectivity while still maintaining awareness of
system health. This work presents a decentralized approach to predictive maintenance that
eliminates reliance on centralized infrastructure. By distributing both data processing and model
training across edge nodes, the system enables continuous learning and anomaly detection
even under degraded communication conditions. The proposed architecture integrates peer-to-
peer communication with decentralized machine learning to provide a scalable and resilient
solution. To learn, validate, and experiment with our system we have created a rudimentary
generic digital twin which models a time data input from a set of homogeneous spatially
distributed sensors each with several parameters (e.g., electrical current, vibration, etc.). Each
will experience location dependent behavior qualitatively unique for each parameter.
Additionally, our digital twin models the time varying communication between the sensors. While
regime-dependent behavior is modeled within the digital twin to capture realistic system
dynamics, the deployed SEPP-DPM system does not rely on explicit regime identification.
Instead, it infers degradation directly from reconstruction error trends, enabling robust operation
in uncertain and non-stationary environments. In this work, the term digital twin refers
specifically to a system-level simulation environment used to model asset behavior and evaluate
predictive maintenance algorithms under controlled conditions. This environment enables
injection of regime changes, variation in sensor characteristics, and evaluation of distributed
learning performance across heterogeneous nodes. The primary contributions of this work are
as follows: (a) a distributed predictive maintenance architecture based on peer-to-peer learning,
(b) a regime-based degradation model for evaluating system performance under non-stationary
conditions, and (c) experimental validation demonstrating that model reconstruction loss
correlates with system degradation and can serve as a real-time health indicator.

Al Enabled Wireless Sensor Network (engine room use case)

DCCM - Distributed Communication Channel Model
DSHM - Distributed System Health Model

Models co-evolve, enabling joint optimization over sensing, communication, and learning. Nodes
adapt update frequency, peer selection, and aggregation schedules based on channel estimates,
yielding an ML system that is both data efficient and communication aware.

Figure 1. Marine Engine Room Case DPM
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Importance to Support U.S. Navy Operations

SEPP DPM enabiles resilient, distributed predictive maintenance across naval platforms
by pushing both analytics and coordination out to the edge, so ships, submarines, unmanned
systems, and shore facilities can monitor their own health and share only compact model
updates—even when bandwidth is constrained or connectivity is intermittent. This lets the Navy
estimate Remaining Useful Life (RUL) for critical systems and components across a fleet, detect
emerging anomalies early, and maintain fleet-level health awareness without relying on a single
cloud or shore-based data center.

In U.S. Navy applications, SEPP DPM is well-suited for monitoring rotating machinery
(pumps, turbines, motors), power systems, HVAC, and other mission-critical mechanical and
electrical subsystems where distributed sensors already exist or can be added. Each node
locally learns nominal behavior using an autoencoder and reports reconstruction loss trends as
a health indicator, while the peer-to-peer network aggregates these into a global view; this
supports use cases like shipboard condition-based maintenance, expeditionary logistics
planning, and “fight-through” capability in contested EM environments. The same architecture
extends naturally to unmanned platforms and remote sensor networks—such as distributed
maritime or port surveillance systems—where heterogeneous, non-1ID sensor data and
degraded RF links are the norm, aligning with JADC2 priorities for edge analytics and
decentralized decision-making.

Because SEPP DPM couples a spectrally efficient mesh waveform with distributed
learning, it also enables cross-layer use cases where RF channel behavior and system health
are monitored together—supporting detection of adversary activity, RF interference correlated
with equipment stress, or environmental regimes that drive accelerated wear. In practice, this
supports scenarios such as damage progression tracking after battle damage, sensor-network
health monitoring across a strike group, and autonomous sustainment of forward-deployed or
infrastructure-denied assets, all while avoiding single points of failure and allowing operations to
continue under partitioned or intermittent connectivity.

Background

Predictive maintenance is a high-value application of machine learning, enabling early
degradation detection and reducing unscheduled failures. Naval and industrial assets, however,
often operate in distributed, communication-limited environments where centralized training or
cloud inference is impractical. Traditional siloed sensors introduce single points of failure.
Across distributed, multi-asset environments—including rotating machinery, HVAC systems,
batteries, and unmanned platforms—ML-driven programs report 18%—25% reductions in
sustainment cost and up to 40% reductions in downtime in mature systems (Pruckovskaja et al.,
2023).

Predictive maintenance has traditionally relied on centralized analytics platforms, where
sensor data is aggregated and processed to identify anomalies and predict failures. Even
existing federated approaches still rely on centralized aggregation (Ahn, 2023). While effective
in stable environments, this approach is not well-suited for distributed systems operating in
contested or bandwidth-limited conditions. This work proposes a fully decentralized approach.
Recent advances in decentralized machine learning have enabled collaborative model training
without centralized coordination. Peer-to-peer learning frameworks allow nodes to exchange
model updates directly, reducing dependence on centralized servers and improving resilience.
These approaches are particularly relevant for distributed systems such as naval fleets,
unmanned platforms, and remote sensor networks. In addition, modeling non-stationary system
behavior is essential for realistic predictive maintenance. Many systems exhibit regime changes
due to wear, environmental factors, or faults, requiring models that can adapt to evolving data
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distributions. This work incorporates a regime-based degradation model to simulate such
conditions and evaluate system performance.

Approach

The proposed SEPP-DPM architecture consists of a distributed network of edge nodes,
each equipped with sensing, computation, and communication capabilities. Each node
processes local sensor data and trains a lightweight machine learning model, specifically an
autoencoder, to learn nominal system behavior.

Nodes participate in decentralized training through peer-to-peer communication,
exchanging model updates rather than raw sensor data. This enables collaborative learning
across the network without reliance on centralized infrastructure, allowing the system to
maintain situational awareness even under degraded, partitioned, or intermittent connectivity.

A key challenge in such systems is enabling scalable communication and coordination
across large numbers of nodes without overwhelming limited RF resources. To address this,
SEPP-DPM integrates spectrally efficient peer-to-peer communication with decentralized
learning algorithms, forming a unified architecture for distributed predictive maintenance in
contested environments.

Al Enabled Wireless Sensor Network (power substation use case)

DCCM - Distributed Communication Channel Model
DSHM - Distributed System Health Model

' Models co-evolve, enabling joint optimization over sensing, communication, and learning. Nodes
adapt update frequency, peer selection, and aggregation schedules based on channel estimates,
yielding a Predictive Maintenance system that is both data efficient and communication aware.

- = —

Figure 2. Power Substation Use Case DPM

A key innovation is SEPP-DPM'’s dual-model architecture:

» Distributed System Health Model (DSHM), an online trained representation of equipment
behavior; and

+ Distributed Communication Channel Model (DCCM), data channel which captures time
varying RF conditions that influence model-exchange strategies.

Current SEPP Wireless network SEPP Communications Architecture

The SEPP network waveform was designed to enable decentralized wireless
communication between peers in a spectrally efficient manner while optimizing the standard key
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performance parameters in mesh networking, like time synchronization, data rate, and reliability
in challenging RF environments.

SEPP is in a class of distributed wireless communication systems in which multiple
nodes share a common spectral resource without strict orthogonalization. In these systems,
nodes coordinate transmission timing, adapt transmission parameters, and manage mutual
interference through local interactions rather than centralized control. This approach shifts the
design paradigm from interference avoidance to interference management, enabling improved
spectral utilization in dense or resource-constrained environments. Such systems are
particularly relevant in infrastructure-denied or contested settings, where centralized scheduling
is impractical or infeasible.

This class of communication architectures naturally induces a tightly coupled networked
system in which each node’s transmission decisions affect the performance of its neighbors. As
a result, the network can be interpreted as a collection of interacting agents operating under
shared constraints, where local observations provide only partial information about global
system state. This perspective aligns closely with frameworks from distributed optimization and
learning over networks, where agents iteratively adapt their behavior based on local
measurements and limited peer-to-peer exchange. Rather than explicitly solving a centralized
resource allocation problem, the system evolves toward efficient operating points through
decentralized adaptation.

Within this context, distributed learning techniques can be leveraged to enable nodes to
jointly model system behavior and anticipate future states. Each node maintains a local model,
such as an autoencoder or forecasting model, trained on its own sensor observations and
operational context. Instead of transmitting raw data, nodes exchange compact model updates,
gradients, or embeddings with neighboring peers. These updates are aggregated across the
network using decentralized protocols, allowing the system to converge toward a shared
representation of normal and degraded behavior without requiring centralized data collection.
This approach reduces communication overhead, improves scalability, and enhances resilience
to node or link failures.

This integration of distributed communication and learning is particularly well-suited for
predictive maintenance applications in geographically dispersed systems. In such settings,
assets are often heterogeneous, non-identically distributed, and subject to localized
environmental and operational conditions. By combining interference-aware, peer-to-peer
communication with decentralized model training, the network can detect emerging degradation
patterns, estimate remaining useful life, and propagate insights across nodes in near real time.
The resulting system enables collaborative, data-efficient predictive maintenance in
environments where connectivity, bandwidth, and infrastructure are constrained.

Current SEPP Instantiation. SEPP network development has been conducted over the last
few years and been tested in the lab and in the field for a variety of use cases including first
responder, tactical applications, and general consumer communication. The SEPP Module has
been developed over the last several years to host our SEPP networking software. The current
SEPP Module supports a variety of end user devices via Wi-Fi and Ethernet including the type
of multi-modal sensors that are the subject of this research. A low-rate initial production run has
been conducted and the Air Force Global Strike Command is currently evaluating the
capabilities of the network.

By unifying decentralized learning with efficient communications, SEPP-DPM provides a
scalable framework for distributed fault detection, anomaly prediction, and resilience in naval
environments, with higher availability and ML driven decision superiority at the tactical edge.
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Figure 3. SEPP Module Figure 4. Sample SEPP Network

Decentralized Coordination via Kademlia DHT

Coordination in our distributed system is implemented using a distributed hash table
based on the Kademlia protocol. Kademlia is designed for peer-to-peer decentralized computer
networks and was introduced in 2002 (Maymounkav & Maziéres, 2002). Kademlia is currently
used in popular highly distributed applications like BitTorrent, Ethereum, and Inter-Planetary File
System. The look up algorithm is particularly interesting, and we describe it here.

The Kademlia lookup algorithm is a method used in decentralized peer-to-peer networks
to locate nodes or data efficiently without relying on any central coordinator. Each node in the
network is assigned a unique identifier, and distance between nodes is defined using the XOR
metric. This distance function has useful mathematical properties—most importantly, it creates a
well-structured space where nodes can progressively route queries closer to a target ID.

When a node initiates a lookup, it begins by selecting a small set (typically a = 3) of the
closest nodes it already knows about relative to the target key. It then sends parallel queries to
these nodes, asking either for the value associated with the key or for nodes that are even
closer to the target. Each responding node returns a list of the closest peers it knows. The
querying node merges these responses into its candidate list and continues querying nodes that
are progressively closer to the target in XOR space. This iterative, parallel process continues
until no closer nodes can be found or the closest known nodes have all been queried.

000 001 010 100 101 110 111
Network partition for node 110 &

Figure 5. Look-up Buckets

The algorithm is efficient because it reduces the search space exponentially at each
step, resulting in an average lookup time of O{log(N)) hops in a network of N nodes. Its use of
limited parallelism (controlled by a) improves both latency and resilience to node failures.
Additionally, Kademlia nodes cache results along the lookup path, which helps speed up future
queries and reduces overall network load.
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Overall, Kademlia’s lookup mechanism can be thought of as a greedy search over a
binary key space, where each step moves closer to the target based on XOR distance. This
design allows the network to remain scalable, fault-tolerant, and efficient even under high churn,
making it a foundational component in many distributed systems, including modern
decentralized storage and learning frameworks.

Table 1. Kademlia Distributed Hash Table Features

XOR The distance between two nodes or keys is calculated using the exclusive
Metric or (XOR) operation on their 160-bit identifiers, which allows for consistent
routing and finding nodes

Efficient Nodes only need to contact a small number of nodes (O(log(N))) to locate
Lookup data within a network of participants, significantly improving search
efficiency

K-buckets = Nodes maintain routing tables (k-buckets) containing contact information
for other nodes, optimizing for low-latency paths and network resilience.

Self- Kademlia automatically recovers from nodes joining or leaving, making it
Healing highly resistant to denial-of-service attacks.

Application It is used in numerous decentralized protocols and networks, including
BitTorrent, Ethereum, IPFS, and Stor.

Decentralized Learning Using Hivemind

Our software implementation leverages the Hivemind library, an open-source framework
developed by the Learning@home project, to enable decentralized, peer-to-peer training of
neural networks without reliance on a centralized parameter server. Each participant (peer) runs
a local training loop on its own data and maintains a full copy of the model. Instead of
synchronizing through a central coordinator, peers periodically form temporary groups to
average their model parameters or gradients. This makes the system resilient to node failures,
network instability, and heterogeneous compute environments—well suited for edge or
distributed settings.

Coordination between peers is handled through a distributed hash table based on
Kademlia. The DHT acts as a decentralized control plane where peers publish their availability,
discover others, and organize into averaging groups. When a node is ready to synchronize, it
performs a lookup for a group identifier (a key in the DHT), finds other peers with the same
objective, and joins a collaborative averaging round. This process is dynamic and
asynchronous, groups form and dissolve continuously as peers come and go, with no global
schedule required.

Data exchange in Hivemind is optimized for efficiency and robustness. Large model
updates are split into chunks for transmission, and averaging is performed using bandwidth-
aware, fault-tolerant protocols that can proceed even if some peers drop out mid-round.
Because each node retains a full model replica, there is no single point of failure, and training
can continue even under high churn. The result is a system that trades some communication
overhead for strong decentralization, scalability, and adaptability, particularly valuable in
environments like distributed edge systems or unreliable networks.
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Autoencoder-Based Health Monitoring

With the machinery described above we can present our SEPP-DPM system in detail.
The fundamental tool we use is well known in the Predictive Maintenance space and has been
shown to be an effective anomaly detection technique. The autoencoder is a neural network that
learns to compress input data into a lower-dimensional latent representation and then
reconstruct it as accurately as possible. It consists of an encoder that maps inputs to the latent
space and a decoder that reconstructs the original data from that representation. By minimizing
reconstruction error, autoencoders learn the underlying structure of the data and are often used
for dimensionality reduction, anomaly detection, and feature learning. The standard

autoencoder diagram is shown below.

Input Data Latent Space Reconstructed Data

|
o
L&)

L I L |
Encoder Bottieneck Decoder

Figure 6. Standard Autoencoder

SEPP-DPM utilizes a hybrid of a local learning model and distributed (global) learning
model where the DHT is used to maintain the global neural weights. The resulting decentralized
architecture then contains a mix of global and local hyper-parameters as shown in Table 2.
Further research will determine optimal values for these parameters. The experiments
described in this initial effort used somewhat arbitrary values.
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Hyper-
parameter

Scope
Global

Global

Global

Global

Global

Global

Local

Local

Local

Local

&S

©

= ?\(‘Q\U"/z
* oo™

S

Table 2. Hyper Parameters for Our SEPP-DPM Inference System

Parameter

Aggregated Model
Weights

Reconstruction Loss

RUL mapping Curve

Latent dimension

Aggregation frequency

Consensus smoothing
factor

Reconstruction loss

O;

Local optimizer state

Anomaly threshold

Description

The shared neural autoencoder parameters resulting from
decentralized averaging across nodes. Each peer periodically
contributes its local model updates, and the network converges
toward a consensus model representing global system behavior.

The network-wide aggregate of reconstruction error, computed
by combining local reconstruction losses from participating
nodes (e.g., mean or weighted mean). This provides a system-
level health indicator that is more robust than any single node’s
measurement.

Nodes A function or model that maps the global health indicator
(reconstruction loss) to an estimated RUL. This may be linear,
exponential, or learned offline (e.g., via your digital twin), and is
shared across nodes to ensure consistent interpretation of
degradation.

Kademlia The size of the autoencoder’s latent space, which
defines how input data is compressed. This is fixed across all
nodes to ensure compatibility of model updates and consistent
feature representation across the distributed system.

The rate at which nodes participate in collaborative averaging
(e.g., every N seconds or after N local updates). This controls
the tradeoff between:

Fresh global consensus (high frequency)

Lower bandwidth / compute overhead (low frequency)

A parameter (e.g., EMA coefficient) used to stabilize global
metrics or model updates over time. It reduces sensitivity to
noise, node dropout, or transient anomalies by smoothing the
evolution of global reconstruction loss or weights.

The autoencoder error computed on local sensor data at a
node. This reflects how well the global model explains local
observations and serves as the primary input to anomaly
detection and contribution to global metrics.

A node-specific estimate of sensor noise or variability, capturing
non-IID behavior across spatially distributed sensors. This can
be used to:

Weight contributions to global loss
Normalize reconstruction error
Improve robustness to noisy nodes

The internal state of the training algorithm (e.g., Adam moments,
gradients, learning rate state) maintained locally at each node.
This is typically not shared directly, but influences the updates
each node contributes during aggregation.

A node-specific threshold applied to reconstruction loss (or
normalized loss) to flag anomalies. This may be:

Fixed (based on baseline statistics)
Adaptive (based on local variance or history)
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Local Data window size The number of recent samples used for training and inference at
a node. This defines the temporal context for:

Reconstruction loss computation
Smoothing / trend estimation
Local model updates

System-Level Health Estimation and RUL

Fundamentally our SEPP-DPM system tracks the state of the system and estimates the
health of the system. In particular we would like to estimate a RUL where we can estimate the
time left. (This is similar to Weibull Analysis.) System RUL becomes an emergent property of a
decentralized learning network, where each node contributes to and benefits from global
degradation intelligence. Operationally, RUL is inferred from the autoencoder’s reconstruction
error, which quantifies deviation from learned healthy system dynamics. The global
reconstruction error is used as a fleet-level health indicator. Remaining useful life is estimated
by projecting the smoothed error trajectory forward and computing the time required to reach a
predefined failure threshold.

While the above algorithms provide a reconstruction error, what would prove more
operationally relevant is the system RUL or the estimated time to failure. The global
reconstruction error E(t) is the system-wide degradation signal. As the fleet drifts away from
nominal behavior, E(t) should trend upward. By determining a threshold “fail” value Esjwe can
provide a RUL

Efqi — E(0)
H0)

RUL(t) =

where

E (t) - Estimated growth rate
E - Smoothed global reconstruction
Efqi — Failure threshold

to provide an estimate of time-to-failure. In the next section we will provide some graphs which
show how the SRUL trends with a synthetically generated world as it degrades over time, a
distributed system being monitored.

Digital Twin Simulation Environment

To investigate and validate our approach we have created a generic environment where
we can create a realistic degraded environment which includes models of both system behavior
and wireless channel effects. We expect these two domains to be correlated in the most
challenging scenarios where adversaries or resultant RF noise accompanies system health
failure. Our virtual environment must include this level of correlation fidelity. Our initial virtual test
environment simply provides stochastic sensor samples to all the various sensor parameters
which are generated at various geolocations. An example of a SEPP-DPM system multi-modal
sensor would provide the following sensor values:
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Table 3. Sample Multi-Modal Sensor

Channel Sensor Description

Number - @@
0 Current Electrical current at sensor node

1 Voltage Measured voltage at sensor node

2 Ax Acceleration along x-axis direction

3 Ay Acceleration along y-axis direction

4 Az Acceleration along z-axis direction

5 RMS Acceleration | Root mean square acceleration magnitude

6 Peak acceleration | Maximum observed acceleration amplitude

7 Kurtosis/crest Signal impulsiveness via crest factor

8 Temp internal Internal sensor node temperature measurement
9 Temp external External ambient temperature at sensor

Our initial characterization of the anomaly under investigation is that it is at one point and
sensors can sense the anomaly to various degrees possibly depending on their distance from
the anomaly. For instance, one can imagine a broken bolt holding down an assembly and the
associated acceleration is highest closest to the bolt and lowest farthest away from the bolt.
Furthermore, physical industrial systems typically fail in stages (or behavior regimes) so one
regime could be a single bolt fails and the next regime could be when two bolts have failed.
While our SEPP-DPM technique should work well under a gradual degradation scenario, these
spiky failures are simpler to model and generate distinct failure modes which we can easily map
into RUL estimates. With this in mind, we have created sensor data generating system which
generates normal data where the standard deviation of the sensed signal increases randomly
over uniform intervals but the standard deviation of the signal is monotonically decreasing with
the sensor id.

Sensor Fleet Degradation (Sigma)
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Figure 7. Standard Deviation of Sensor Data Over Time
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Figure 8. Raw Sensor Data

To simulate realistic system conditions, a regime-based degradation model is
introduced. This model generates time-varying noise levels that represent system degradation.
Regime changes occur periodically, causing shifts in the underlying data distribution. The
autoencoder is trained to reconstruct input signals, and reconstruction loss is used as a proxy
for system health. The combination of decentralized learning and regime-based modeling
enables evaluation of the system’s ability to track gradual degradation and respond to abrupt
changes. Our digital twin is Non-IID, non-stationary and partially correlated. All these design
choices increase the fidelity of our simulation and allow us a more meaningful investigation of
effective hyper-parameters and indeed the design as a whole.
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Figure 9. Heatmap of Error Magnitude Over Time

Results

Experimental results demonstrate that the proposed SEPP-DPM approach effectively
captures system degradation through reconstruction loss and enables real-time estimation of
RUL. Figure 10 illustrates the evolution of the RUL estimate over time for a representative
simulated degradation scenario.

7 )
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As the system operates in a nominal regime, reconstruction error remains low and
relatively stable, resulting in large or unbounded RUL estimates. This behavior reflects the
model’s ability to accurately represent normal system dynamics. As degradation begins to
emerge, the global reconstruction error exhibits a sustained upward trend, leading to a rapid
decrease in the estimated RUL.

RUL vs Time (finite values only)
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Figure 10. Estimated RUL Over Time

Notably, the transition from nominal operation to degraded behavior is characterized by
a sharp drop in RUL, indicating the system’s sensitivity to early deviations from learned baseline
conditions. Following this transition, the RUL estimate decreases in a smooth and monotonic
fashion, tracking the progression of system degradation. As the simulated system approaches
failure, the RUL estimate converges toward zero, consistent with the expected behavior of a
time-to-failure metric.

In scenarios involving gradual degradation, the autoencoder adapts to slowly evolving
system dynamics, maintaining relatively low reconstruction error while still capturing long-term
trends. In contrast, abrupt regime transitions produce transient spikes in reconstruction loss,
reflecting a mismatch between the learned model and the new system state. These spikes
contribute to accelerated reductions in RUL, enabling rapid detection of significant system
changes.

The results further demonstrate that reconstruction loss serves as a reliable and
interpretable proxy for system health. When aggregated across nodes, the global reconstruction
error provides a consistent fleet-level indicator that supports robust RUL estimation. Importantly,
the decentralized training framework maintains stable performance across distributed nodes,
even in the presence of non-1ID data and asynchronous updates, highlighting the scalability and
resilience of the approach.

Discussion

The results demonstrate that decentralized predictive maintenance is a viable and
effective approach for monitoring distributed systems operating in contested and
communication-constrained environments. By distributing both computation and learning across
edge nodes, the SEPP-DPM architecture eliminates reliance on centralized infrastructure,
thereby removing critical single points of failure. This enables continued operation under
degraded, partitioned, or intermittent network conditions, which are common in naval and
defense applications.
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A key finding of this work is that reconstruction loss derived from a decentralized
autoencoder model provides a robust and interpretable system-level health indicator. As the
system deviates from learned nominal behavior, reconstruction error increases in a manner that
correlates with underlying degradation. When aggregated across nodes, this global
reconstruction error captures both local anomalies and system-wide trends, enabling estimation
of RUL without requiring explicit fault models. This is particularly advantageous in environments
where failure modes are complex, poorly characterized, or evolving over time.

The decentralized learning framework plays a critical role in enabling this capability. By
leveraging peer-to-peer coordination and asynchronous model averaging, the system is able to
converge toward a shared representation of system behavior while accommodating non-IID
data distributions across nodes. This reflects real-world conditions in which sensors experience
heterogeneous operating environments, noise characteristics, and degradation patterns. The
ability to learn effectively under such conditions represents a significant advantage over
centralized or federated approaches that assume more uniform data distributions or require
centralized aggregation.

The integration of the SEPP communication layer further strengthens the architecture by
enabling scalable model exchange in bandwidth-constrained environments. Unlike traditional
communication systems that rely on orthogonal channel allocation, SEPP supports
simultaneous transmissions within a shared spectral resource, allowing large numbers of nodes
to participate in distributed learning without excessive communication overhead. This coupling
of communication efficiency with decentralized learning is essential for scaling predictive
maintenance to dense sensor deployments in operational settings.

From an operational perspective, the proposed approach aligns closely with the
objectives of Joint All-Domain Command and Control (JADC2), which emphasize resilient,
distributed data processing and decision-making across contested environments. The SEPP-
DPM system supports these objectives by enabling edge-based analytics, decentralized
coordination, and robust operation under limited connectivity. Key aspects of this alignment are
summarized below.

Concept JADC2 Relevance

Decentralized Learning Eliminates reliance on centralized infrastructure
Non-IID Distributed Sensors | Reflects heterogeneous, real-world operating conditions
Regime Detection Enables detection of evolving system states

Edge processing Supports operation in disconnected and contested
environments

Despite these advantages, several limitations should be noted. First, the current
evaluation relies on a simulated digital twin environment, which, while designed to capture non-
IID and non-stationary behavior, cannot fully replicate the complexity of real-world systems.
Second, the RUL estimation approach is based on trend extrapolation of reconstruction error
and assumes a consistent relationship between error growth and degradation progression. In
practice, this relationship may vary across systems and operating conditions, requiring
calibration or adaptation. Third, communication-performance coupling, particularly the use of
learned models to optimize SEPP network behavior, remains an area for future integration and
validation.
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Future work will focus on extending the architecture in several directions. The incorporation of
more advanced model architectures, such as transformer-based or temporal sequence models,
may improve the system’s ability to capture complex temporal dependencies and regime
transitions. Evaluation of real-world datasets and hardware deployments will be critical for
validating system performance and robustness. Additionally, incorporating spatial and temporal
correlations across nodes may enable detection of fault propagation and system-level failure
modes that are not observable from individual sensors. Finally, tighter integration between
communication and learning layers, such as adaptive model exchange strategies informed by
channel conditions, may further enhance system efficiency and resilience.

Conclusion

This paper presents a decentralized predictive maintenance architecture, SEPP-DPM,
that integrates peer-to-peer communication, distributed machine learning, and regime-based
system modeling to enable robust operation in contested and communication-constrained
environments. By distributing both computation and learning across edge nodes, the proposed
approach eliminates reliance on centralized infrastructure and enables continuous monitoring
and anomaly detection under degraded network conditions.

A central result of this work is the demonstration that reconstruction loss from a
decentralized autoencoder can serve as an effective and interpretable proxy for system health.
When aggregated across nodes, this metric provides a global view of system degradation that
supports real-time estimation of RUL. This approach allows the system to detect both gradual
degradation trends and abrupt regime changes without requiring explicit fault models, making it
well-suited for complex and evolving operational environments.

The integration of decentralized learning with the SEPP communication layer further
enables scalable operation across dense, distributed sensor networks. By exchanging compact
model updates rather than raw data, the system reduces bandwidth requirements while
maintaining collective awareness across nodes. This combination of communication efficiency
and distributed intelligence represents a key advancement over traditional centralized and
federated predictive maintenance architectures.

From an operational and acquisition perspective, SEPP-DPM provides a pathway toward
resilient, scalable predictive maintenance capabilities aligned with modern defense priorities.
The ability to operate autonomously at the edge, tolerate intermittent connectivity, and adapt to
non-1ID and non-stationary conditions makes the architecture particularly relevant for naval
platforms, unmanned systems, and other distributed assets operating in contested
environments.

In summary, this work demonstrates that decentralized, communication-aware learning
architectures can provide an effective foundation for predictive maintenance in next-generation
distributed systems. Future work will focus on validation in real-world deployments, integration
of advanced learning models, and tighter coupling between communication and learning to
further enhance system performance and operational impact.
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